Building a RISC-V Bootloader - _
for the Satellite Industry irdeta

Protect. Renew. Empower.

WE ARE LOOKING FOR PARTNERS TO TEST AND INTEGRATE OUR OUR EXPERTISE
BOOTLOADER IN FULL, OR OUR SECURITY LIBRARY STANDALONE - L .
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CDPU

Technolution

Space-Grade CDPU OPTIMIZED PERFORMANCE
Enables loading of RAM-based applications for video decoding.

reliable test suite.

WE HAVE CHOSEN FALCON, A PQC ALGORITHM,
FOR SIGNATURE VERIFICATION

- FALCON Security Is based on Lattices
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SPHINCS+-256s 64 bytes 128 bytes 29,792 bytes NIST LEVEL 5
O O O O SPHINCS+-256f 064 bytes 128 bytes 49,216 bytes NIST LEVEL 5

NB : We plan to add other schemas in the future

WHY IS SECURE BOOTLOADING
OUR LOADING PROTOCOL ADHERES TO THE PUS-C (ECSS) STANDARD SO IMPORTANT?
unauthorized modifications

PREVENT UNAUTHORIZED CODE EXECUTION
- Ensures only trusted firmware and software are loaded
Em . Blocks malicious or tampered code from running
. Strengthens overall system security from the
THE BOOTLOADER IS ONE KEY COMPONENT WITHIN IRDETO’S ground up
FULL SECURITY LIFECYCLE INFRASTRUCTURE
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PROTECT AGAINST CYBER THREATS
.- Defends against malware, rootkits and

ENSURE DEVICE INTEGRITY
- Verifies firmware authenticity using cryptographic signatures

1l &® | ) - Prevents unauthorized rollback to vulnerable versions
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