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RISC-V is advancing fast

• RISC-V is not static
• Fast design changes 

require quick test 
cycles



Test-in-the-loop

Design

Bench test
Beam test

Validate



Design of lightweight 
checkers in terms of 
performance and area
• Dependable execution 

environment
• Probabilistic Data 

Structures instruction 
checker

• Performance counters 
monitoring for security 
and reliability

• Delay Detection 
methods

FreNox

Design



Bench

• Post simulation
• Multiplatform Emulation Fault 

Injection 
• Side-Channel Analysis

o ChipWhisperer
o In-house developed platform



• Real beam, real results

• Protons (HollandPTC)
• Neutrons (ChipIR)
• Evaluation in Flash FPGAs

Beam



Single Event Effect

System level: Program,
Microarchitecture

Logic-level

Circuit-level

Technology level

Physical level

Ionizing radiation

Soft Errors Hard Errors

SET SEU

SBU MBU Masked

SEFI SDC DUE Masked

Detect Correct Masked



Particle Dependent

Device Driven, 
Implementation-influenced

Implementation-driven,
Application-influenced



Validate

PVF

HVFS
y
s
te

m

AVF

Platform

Cross-Section Program

µArch



DUT Fixture and SW Harness



Physical Fixture

Carrier Board with COTS 
boards

Carrier Board with 
Fully custom boards



radhelper-embedded

• Contributing to radhelper
project

• Open SW fixture
• Focus on devices with few 

standard interfaces
• Custom communication 

protocol

github.com/radhelper





Dependable Computing Systems Group

Contact us: ut.onl/dcs-group

P16. The RERI-Lite Error Logging Framework
by Michiel Koenderink
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