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Introduction Open-Source Tool: OpenFI4ASIC
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limiting possible coverage

m Different FPGA-based acceleration solutions exist ®m Fault Instrumentation Tool

m Full fault space coverage might reveal critical components = Scan chain insertion for post-synthesis Verilog netlists

m Contributions of this work: = Independent of library used

» Independent of fault model (configurable number of bits

1. FPGA-based Fl-Acceleration using scan chains
depending on number of supported fault models)

2. Automatic test campaign execution using FPGA-SoC
3. OpenFI4ASIC tool based on our previous FLINT tool [1]

* Stuck-o, stuck-1 model possible [1]
m FPGA Fault Emulation Runtime
= Control and fault classification on FPGA-SoC

s Faster Fl due to autoreset of instrumentation
State of the Art: FPGA-based Fl Tools
clk 1 | T / ‘ J ‘
Method Tools o ————
| stn__ /) ] ]
Scan-Chain FLINT[1] ! scan_clk o LTy Ji
Partial Reconfiguration FT-UNSHADES2!, ACME?, SPFFI3 mal?]_fF J J J
https://ieeexplore.ieee.org/document/6131392 2https://ieeexplore.ieee.org/document /8826250 SCAN_ Op // // / \ //
>https://www.academia.edu/637875/SPFFI_Simple_Portable_FPGA_Fault_Injector sCan_in . // /o // //
Exemplary Use Case: Fault to Error Rate Speedup Emulation vs Simulation
Custom EIS-V Processor N e Method  #FFs #Cycles #Fls Runtime Time/FI Speedup
11111 | Simulation 100 100 10,000 243.985s 24 ms/Fl 1x
m Processor: EIS-V Questasim 1706 130 221,780 5411 s (est.) 24 ms/Fl 1x
a RISC-V (RV32| M—I\/\ode) g Emulation 100 100 10,000 1.661s 0.166 ms/Fl 146.89x
T Zynq 7000 1706 130 221,780 43.418 s 0.196 ms/Fl 124.63x
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= Runtime for fib(5) = 8: 130 Cycles e danpa | a0% [ 2e7% | 20s% | 9m%
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